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Abstract

Cryptographictechniquesfor HierarchicalAccessControl(HAC) haveattractedintensiveresearch

interestsrecently. A largenumberof key managementschemeswereproposedin literaturesfor access

control in hierarchy. Their constructionsare mainly basedon one-wayfunctionsand are compu-

tationally secure. Moreover, manyof theseschemeswere foundwith different kindsof problemsin

termsof structure, security, ef�ciency anddynamics.In thispaper, weproposea new key management

schemewhich canbeusedfor accesscontrol in dynamichierarchies.Thenew schemeis basedonthe

secretsharingprinciplewithoutusinga one-wayfunction.Consequently, it is unconditionallysecure.

In addition,it hasthefollowing properties:i) supportingfull dynamicsat bothnodeanduserlevels,

ii) allowing anyrandomrecon�guration of accesshierarchy, iii) utilizing thesamealgorithmfor key

computationandalsodescendantkey derivation(regardlesshowfar its descendantis awayfromthe

node),andiv) eliminatingperformancebottleneck at thetrustedCentralAuthority (CA).

Keywords: Informationsecurity, Informationtheory, Secret sharing, Hierarchical AccessControl

(HAC), Symmetricpolynomial,Key management.
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1 Intr oduction

Accesscontrol is usedto verify whethera userhasrights to accesscertainresourcesand to be

grantedor deniedwith accessto theserequestedresources[20]. It is a fundamentalproblemin secure

computingor communicationsystemsinvolved with resourcesharing. Generallyspeaking,many

systemsrequirehierarchicalaccesscontrolin variouslevelsby differentusers.For example,resources

areassignedin differentlevels anduserscanhave differentprivilegesto accesstheseresources.A

user, accessinga resourceat a higher level, is automaticallygrantedwith a right to accesshis/her

correspondingchildren's or descendants'resources.This kind of accesscontrolproblemis referred

to ashierarchical accesscontrol (HAC). A HAC structurecanbetypically representedby a Directed

AcyclicGraph(DAG). HAC hasbroadapplicationsin operatingsystems,databases,andnetworking

andis alsousefulin many otherapplicationslikeclassi�edelectroniccontentdistributionandproject

management.Oneof widely usedHAC technologiesis theRole-basedaccesscontrol model[16, 22].

More recently, anotherclassof HAC techniques,referredto ascryptographic HAC (CHAC) so-

lutions,hascaughtattentionsfrom many researchers.CHAC becomesa bettermethodcomparedto

traditionalHAC techniques.It assumesthat every nodein accesshierarchy canbe assignedwith a

(cryptographic)key. Any ancestorcanuseits key to computeits descendants'keys, but a descen-

dantcannotuseits key to determineits ancestors'keys. An accesshierarchy is �e xible to addnew

nodes,deleteexisting nodes,move nodesaround,merge several setsof nodes,or split nodesinto

multiple sets. Moreover, users/resourcesareallowed to be addedto, deletedfrom, moved around

thenodesin theaccesshierarchy. Whenever suchanupdateoccurs,keys of nodeswill bechanged

correspondingly. Also, wecanperiodicallyrefreshkeys in HAC to preventkeys from beingexposed.

The�rst CHAC solutionwasproposedby Akl et al. [1, 13] in 1983andfollowedby many others

[4, 5, 7, 8, 10, 12, 14, 15, 19, 26, 27]. Theseschemesbasicallyrely on a one-way functionso that

a nodev caneasilycomputev's descendants'keys whereasv's key is computationallydif�cult to

computeby v's descendantnodes. Moreover, many existing schemeshave someof the following

problems:(1) Someschemeswerefound with security�a ws shortly after they wereproposed;(2)

Someschemescannotsupportfor recon�gurationof a hierarchy; (3) Someschemesrequireaccess

hierarchy to bein acertainform sothatit mustbeatreeor aDAG with only oneroot;and(4) Member

revocationis oneof themostdif�cult processesin cryptographicschemes,therefore,it is important
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to addressthisproblemsothattherevocationprocesscanbedealtwith ef�ciently .

In this paper, we proposea new CHAC schemebasedon symmetricpolynomials. Unlike many

existingschemesbasedonone-way functions,ourschemeis basedonasecretsharingmethodwhich

makestheschemeunconditionallysecure1 (alsoseethediscussionin [21, 28]). Also, CHAC requires

two typesof key operations:(1) key computation– a nodev computesits own key, and (2) key

derivation– anodev computesits descendants'keys.

In mostexisting schemes,key derivation is differentfrom key computation.Key derivationneeds

iterative computationof keys for nodesalongthepathfrom a nodeto its descendant,which is inef�-

cient if thepathis long. In our scheme,bothoperationsaresameby substituting(different)param-

etersin the samepolynomial function assignedto nodev. Thus, the key derivation ef�ciency can

be improved. Our schemealsosupportsfull dynamicsat bothnodeanduserlevelsandpermitsany

randomaccesshierarchies.More importantly, removing nodesand/orusersis anoperationassimple

asaddingnodesand/orusersin thehierarchy. A trustedCentral Authority(CA) canassignsecrets(i.e.

polynomials)to correspondingnodesso thatnodescancomputetheir keys. Also, nodescanderive

their descendants'keys without involvementof the CA oncepolynomialfunctionsweredistributed

to them.In addition,thestoragerequirementandcomputationcomplexity at theCA arealmostsame

asthat at individual nodes,thus,the CA would not be a performancebottleneckandcandealwith

dynamicoperationsef�ciently .

Therestof thepaperis organizedasfollows. We brie�y discusstherelatedresearchworksin sec-

tion 2. Section3 describesour proposedscheme.Speci�cally, we discussits principle in dynamic

operations,andanalyzeits securityandef�ciency. Wediscussits ef�ciency issueandsuggestapossi-

ble extensionof symmetricpolynomialsto general(asymmetric)polynomialsin section4. Section5

is givenfor theconclusionandfuturework.

2 RelatedWork

In thissection,wealsosummarizeandclassifytypicalCHAC schemes.
1A cryptosystemis de�ned to becomputationallysecureif thebestalgorithmfor breakingit requiresat leastN oper-

ations,whereN is somespeci�ed,very largenumber. On theotherhand,acryptosystemis de�ned to beunconditionally
secureif it cannotbe broken by attackers,even if the attackerscolludeandhave in�nite computationalresources.Un-
conditionalsecurityimplies thatwhenanopponentdoesnot know thesecretkey k, thenk appearsto him asa random
elementin thekey space;that is, theopponenthasno way of distinguishingthekey k from any otherelementin thekey
space.
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Akl andTaylor [1] proposedthe �rst CHAC schemein 1983. It is generallyassumedin CHAC

schemesthat thereis a centralauthority(CA)which managesthe hierarchy andgeneratesanddis-

tributeskeys. Theschemeassumesthereis only onerootclassc0, which is theancestorof all othern

classesci wherei = 1; 2; : : : n. A CA selectstwo largeprimenumbersp andq andsetsM = pq. In

addition,theCA choosesn + 1 moreprimenumberspi which areassignedto classesci respectively

for i = 0; 1; 2; : : : ; n. TheCA assignstherootclassc0 with integert0 = 1 andselectsa largerandom

numberk0 which is assignedto c0 asa masterkey. Thenthe CA calculatesfollowing numbersfor

classesci wherei = 1; 2; : : : n:

t i =
Y

cj 6�ci

pj;

ki = kti
0 mod M ;

Wheret i (i = 0; 1; 2; : : : ; n) andM aremadeaspublic information,andki arekeys distributedto

ci (i = 0; 1; 2; � � � ; n). Theschemeensuresthataclasscj cancomputeanotherclassci'skey if ci � cj

by calculating

ki = kti /tj
j mod M :

However, classci cannotcomputeclasscj 's key kj becausetheRSA-likeone-way functionusedhere

preventskj from beingcalculated.In addition,thefunctionalsopreventsany nodesfrom computing

thekeysof theirancestorsby collusion.Consequently, theHAC policy is enforced.

Akl andTaylorproposedthe�rst CHAC solutionfor enforcingaccesscontrolpolicy in aHAC.Un-

fortunately, onelimitation is its complex operationfor dynamicrecon�gurationwhennodesareadded

or removedfrom thehierarchy. Whennodemembershipchanges,keyshaveto beupdatedaccordingly

to preventproblemsof backward andforward secrecy from happening.Conceptsof backwardsecrecy

andforwardsecrecy areintroducedin securegroupcommunicationsystems[28]: (1) Backward se-

crecymeansthat a newly joined usercannotobtain the previous keys to decryptearlierencrypted

messages.For example,a newly joined userbecomesa parentnodein which he/sheshouldnot be

ableto derivehis/herchildren'spreviouskeysto decryptany previousencryptedmessagesthathis/her

childrenweregrantedwith accessrights; (2) Forward secrecymeansthata revokedor disassociated

membershouldnot beableto obtainhis/herchildren's keys in thenew hierarchy. It is importantin
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CHAC policy to preventthismemberfrom continuallydecipheringfuturegroupcommunicationafter

he/sheleft thegroup.

Also, anotherdrawbackis thatAkl andTaylor's schemeis not directly applicableto thehierarchy

with multipleroots.Onewayto mitigatethisproblemis to introduceanew fakerootwithoutany user

associatedandto link this root to all original roots. But dynamicoperationsstill cannotbe solved.

To addressbothmultiple root anddynamicsproblems,severalapproaches[5, 13] wereproposedby

reassigningpi differently.

Following Akl andTaylor'sseminalwork, researchersproposedmany otherCHAC schemes[2, 14,

15, 26, 27, 28]. Most of themareconstructedsimilar to Akl andTaylor's schemeby usingone-way

functions.Someone-way functionbasedschemeshave beenfoundinsecure.For example,two such

schemesproposedin [6] have thesamecollusionproblem,aspointedoutby Yi in paper[25]. Beside

one-way functionbasedCHAC schemes,thereareseveral interestingCHAC schemes[19, 24] con-

structedby usingpolynomialsandinterpolations.Unfortunately, thesetwo schemeswerefoundto be

vulnerablefor possibleexploitations,for example,initially by HsuandWu [9]. Considerthecasethat

two nodesu andv have a commonchild nodea in theaccesshierarchy andnodev hasanothernode

b. Althoughnodebis notachild nodeof u, but nodeu canindirectlyderivenodeb'skey by traversing

throughnodesa andv. This exploitationwasaddressedandeliminatedalsoby HsuandWu [9] by

introducingandusinga one-way function. Interestingly, themodi�ed schemeis not preventingother

exploitationsfrom beingdiscovered. WangandLaih [23] found an exploitation method,andthey

proposedan improved schemeso that it becomesmoresecureandresilientagainstpossibilitiesof

beingcompromised.Nonetheless,anotherimprovedCHAC scheme[7] wasalsoproposedrecently

to addressthesimilarexploitationproblems.

Theone-wayfunctionbasedCHACschemesaretypicallyclassi�edinto following twocategories[28]:

i) directly dependentkey schemesandii) indirectly dependentkey schemes.Category i) schemes[5,

11, 13, 15, 28] generateclasses'keys from somepreselectedparameters.Any classkey canbe di-

rectly derivedfrom its parent's key by usinga one-way function(andsomepublic information),but

a classcannotderive its parent's key from thesameone-way function. As canbeseen,Akl-Taylor's

schemebelongsto thiscategory. Category ii) schemes[2, 12,14,26,27] generatesomepublicknown

parametersfrom preselectedclasses'keys by usinga one-way function. Any parentnodecanuse
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thesepublic known parameterswith its own key to derive its descendants'keys, but a descendant

cannotcomputeany key of its ancestors.Lin' sscheme[12] is anearlyoneof thiscategory. Recently,

Atallahetal. [2] proposedsuchkind of aCHAC schemewhichis veryef�cient. Theschemeelegantly

usestheone-way functiontwice which resultsin localization,animportantpropertythatonly values

of localnodes/edgesareaffectedwhennodes/edgesareaddedor deleted.

3 A Symmetric Polynomial basedHAC Scheme

In this section,we proposea new CHAC schemebasedon symmetricpolynomialfunctions.The

underlyingprincipleof thenew schemeis thatof secretsharing.As a result,differentfrom theexist-

ing CHAC schemeswhich arecomputationallysecure,thenew proposedschemeis unconditionally

secure.

3.1 Principle

Assumea setof n classesf C1; C2; : : : ; Cng hasanancestralclassessetasf S1; S2; : : : ; Sng where

mi = jSij is thenumberof ancestralclassesof a classCi for i = 1; 2; : : : ; n and0 � mi � n � 1.

We needto chooseanothernumberm suchthatm � maxf m1; m2; :::;mng + 1: m is thenumberof

variables/parametersin apolynomialfunctionusedto constructourCHAC scheme.

C C

CCC

C

C

C

3 4 5

6 7 8 9

2C1

Figure 1. A typical hierar chy

Let us seean exampleshown in Fig. 1, we have nine classesf C1; C2; :::;C9g and its ancestral

setsf S1 = f;g ; S2 = f;g ; S3 = f C1; C2g; S4 = f C2g; S5 = f C2g; S6 = f C1; C2; C3g; S7 =

f C1; C2; C3; C4g; S8 = f C2; C4; C5g; S9 = f C2; C5gg. Asaresult,weneedtochoosem � maxf m1; m2; : : : ; m9g+

1 = 5. Supposewe let m = 7, it will allow usto expandthehierarchy without changingm valueif

wewantto addmorenew nodesor new links. A largerm valueis betterbecauseweneednotchange
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thepolynomialfunctionwhenmorenodesareaddeduntil m valuebecomeslessthanthemaximum

numberin theancestralclassesnumberset.

A CA selectsa large positive integer p as the systemmodulus(p neednot be a prime)2 and a

thresholdnumbert sothatfewerthant+1 userscannotcollaboratetogethertodisclosetheirancestors'

keys. Then,theCA canrandomlygeneratea symmetricpolynomial3 in m variableswith coef�cients

from Zp in which thedegreeof any variablesis atmostt as:

P(x1; x2; : : : ; xm) =
tX

i1=0

tX

i2=0

� � �
tX

im =0

ai1,i2,...,im xi1
1 xi2

2 � � � xim
m (mod p);

whereai1,i2,...,im are
�

m+ t
m

�
randomlygeneratedcoef�cients by the CA. The polynomial function

P(x1; x2; : : : ; xm) is keptasasecretto theCA. Everyclassin thehierarchy hasapolynomialfunction

which is derived from P(x1; x2; : : : ; xm), andthe polynomialfunction is transmitted4 to eachclass

securelyby theCA.

To deriveproperkeysin thehierarchy, theCA generatessomepublicly known numbersi) n random

numberssi associatedwith Ci for i = 1; 2; : : : n and ii) (m � 1) additionalrandomnumberss0
j

for j = 1; 2; : : : ; m � 1 (Note: si and s0
j belongto Zp). For eachclassCi with an ancestorset

Si = f Ci1; Ci2 ; : : : ; Cim i
g wherei j is an ordinal numberthat 1 � i j 6= i � n, classCi is given

a polynomialfunctiongi(xmi +2 ; xmi +3 ; : : : ; xm) which canbederivedfrom P(x1; x2; :::; xm) by the

CA as,

gi(xmi +2 ; xmi +3 ; : : : ; xm) = P(si; si1 ; si2 ; : : : ; sim i
; xmi +2 ; xmi +3 ; : : : ; xm);

andclassCi's key ki becomes

ki = gi(s0
1; s0

2; : : : ; s0
m� mi � 1) = P(si; si1 ; si2 ; : : : ; sim i

; s0
1; s0

2; : : : ; s0
m� mi � 1):

2This systemis unlike public key cryptosystemswhich requirenumbersof at least1024bits. Instead,it is equavalent
to thesecretcryptosystemsin termsof securitystrength.Thus,ap of 128or morebits is largeenough.

3P is calledasymmetricpolynomialif ai1 ,��� ,im = aπ(i1 ) ,��� ,π(im ) for all permutations� of f 1; � � � ; mg.
4Transmissionof a polynomialmeansto transmitits coef�cients andthus,thecommunicationcostis of O(ml og(p))

bits.
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ClassCi canalsousethesamepolynomialfunctiongi(xmi +2 ; xmi +3 ; : : : ; xm) to computeits descen-

dants'keys. SupposingCj is oneof the descendantsfor classCi, we denotea new ancestralsetas

Sjni which is de�ned as,

Sjni , Sjn(Si [ f Cig) = f C(jni)
1
; C(jni)

2
; : : : ; C(jni) r j

g;

wherer j = jSjnij and(j ni)l is anordinalnumberthat1 � (j ni)l � n for l = 1; 2; : : : ; r j. Precisely

speaking,setSjni is acollectionof ancestorsfor classCj, but excludingCi andtheseclasseswhoare

ancestorsof bothclassesCi andCj. As a result,key kj canbecalculatedby classCi as,

kj = gi(sj; s(jni)1 ; s(jni)2 ; : : : ; s(jni) r j
; s0

1; s0
2; : : : ; s0

m� mi � 2� rj
)

= P(si; sj; si1 ; si2 ; : : : ; sim i
; s(jni)1 ; s(jni)2 ; : : : ; s(jni) r j

; s0
1; s0

2; : : : ; s0
m� mi � 2� rj

):

Sincesi ands0
j arepublicly known, classCi cancomputeits key andits descendants'keys,but not

its ancestors'keysby usingthepolynomialfunctiongi(xmi +2 ; xmi +3 ; : : : ; xm) assignedto classCi.

Let ususethesameexampleshown in Fig. 1 wherem = 7. TheCA randomlygeneratesapolyno-

mial functionP(x1; x2; x3; x4; x5; x6; x7) with sevenparameters,thentheCA cancomputeninepoly-

nomialfunctionsfor classesCi from thesymmetricpolynomialfunctionP(x1; x2; x3; x4; x5; x6; x7).

Oncepolynomialfunctionsareobtained,they aretransmittedsecurelyto every classCi respectively.

For instance,classC3 will haveapolynomialfunctiong3(x4; x5; x6; x7) as

g3(x4; x5; x6; x7) = P(s3; s1; s2; x4; x5; x6; x7);

becauseS3 = f C1; C2g andtheir associatednumbersares1 ands2. Also, anotherform of thepoly-

nomialfunctionis

g3(x4; x5; x6; x7) = P(s1; s2; s3; x4; x5; x6; x7)

becausethesymmetricpolynomialfunctiongivesthesameresultno matterwhatorderof si is used.

8



Consequently, key k3 is computedas

k3 = g3(s0
1; s0

2; s0
3; s0

4) = P(s1; s2; s3; s0
1; s0

2; s0
3; s0

4):

Also, wecancomputeanotherpolynomialfunctionfor classC7 as,

g7(x6; x7) = P(s1; s2; s3; s4; s7; x6; x7)

becauseS7 = f C1; C2; C3; C4g andtheirassociatednumbersares1; s2; s3 ands4. Key k7 is computed

as

k7 = g7(s0
1; s0

2) = P(s1; s2; s3; s4; s7; s0
1; s0

2):

Clearly, classC7 cannotdetermineits parentC3'skey, but classC3 cancomputeits descendantC7's

key. Sinceweknow that

S7n3 = f C4g;

becauseclassesC1 andC2 arecommonancestorsneededto beexcludedfrom setS7n3, classC3 can

computekey k7 as

k7 = g3(s7; s4; s0
1; s0

2) = P(s1; s2; s3; s4; s7; s0
1; s0

2) = g7(s0
1; s0

2):

We canseethatclassCi performskey computationandkey derivationin theexactsameway. No

matterwhereCi'sdescendantis, thekey derivationprocessis computedby usingthesamepolynomial

function gi with different si and s0
i valuessubstituted. In contrast,most existing schemesrequire

iterative computationof keys alongthe pathfrom a nodeto its descendantfor key derivation. This

canbeapotentialef�ciency advantangefor ournew scheme.

Our proposedschemesupports�e xible dynamicoperationsat bothclassanduser/resourcelevels

suchasadding,deleting,moving, merging,andsplitting classesaswell asaddinganddeletinglinks.

Moreover, a user/resourcecanbealsoaddedto a class,beremovedfrom a class,andbemovedfrom
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oneclassto anotherclass.Wedescribethemin thefollowing subsections3.2and3.3.

3.2 ClassLevel Dynamics

Ourschemeis �e xible for dynamicclassoperations.Speci�cally,

� Addingaclass– Whenanew classCr is added,weneedto verify whetherm valuesatis�esthe

new nodeconstraint:(1) If m < maxf m1; m2; :::;mn; mrg + 1;

a new m valuewill be generatedso that m � maxf m1; m2; :::;mn; mrg + 1: Also, the CA

will regeneratea new polynomial functionsP(x1; x2; : : : ; xm) accordingly. In addition, all

polynomial functionsof classesare recomputedandretransmittedsecurely;and (2) If m �

maxf m1; m2; :::;mn; mrg + 1;

the CA selectsa randomnumbersr for the new classCr so that a new polynomial function

gr can be computedand transmittedto classCr securely. However, if classCr is addedas

a parentclassof any existing classes,we needto modify keys of Cr 's descendantclassesto

prevent classCr from obtainingold keys of its descendant(recall it is an issuefor backward

secrecy). Therefore,theCA usesSr to computeandtransmitnew polynomialfunctionsof all

Cr 's descendantclassessecurely.

In thisprocess,wecanseethatwedonotneedto changekeysof any Cr 'sancestralclasses,nor

needto changekeys of any classeswho arenot relatedto classCr. It impliesthatour scheme

canbecomeef�cient in someclassaddingoperations.

� Deletingaclass– WhenaclassCr is removedfrom thehierarchy, weneedto determinewhether

theclassCr is a leaf nodeor a parentnode.Here,a leaf nodeis de�ned asa nodewithout any

descendant:(1) classCr is a leaf node: The CA cansimply discardthe public parametersr

without changingany otherkeys; and(2) classCr is a parentnode: OnceclassCr is deleted

from thehierarchy, wecannotallow it to computekeysof Cr 'sdescendantclassesusingpolyno-

mial functiongr. Weneedto preventclassCr from accessingits descendants'resources(recall

it is an issuefor forward secrecy). The solution is that the CA recomputesnew polynomial

functionsof Cr 's olderdescendantsaccordingto thenewerhierarchy withoutsubstitutingsr.

Again, our schemeonly affectsthekeys of theclassesthatneedto bechanged.It impliesthat
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ourschemeis ef�cient in someclassdeletingoperations.

� Moving aclass–A classCr canbemovedfrom onenodeto anothernodein thehierarchy. There

arefour cases:(1) leaf nodeto anotherleaf node:theCA simply recomputesnew polynomial

functiongr accordingthenew hierarchy andsecurelytransmitsgr to Cr; (2) leafnodeto parent

node: the CA recomputespolynomialfunctionsof classCr andCr 's new descendantclasses

accordingto thenew hierarchy. TheCA securelytransmitspolynomialfunctionsto theaffected

classes;(3) parentnodeto leaf node:theCA recomputespolynomialfunctionsof previousde-

scendantclassesof Cr andclassCr accordingto thenew hierarchy andthen,securelytransmits

thesepolynomialfunctionsto theaffectedclasses;and(4) parentnodeto parentnode:theCA

recomputespolynomialfunctionsof previous andpresentdescendantclassesof Cr andclass

Cr accordingto thenew hierarchy andthen,securelytransmitsthesepolynomialfunctionsto

theaffectedclasses.

� Merging classes– Two or moreclassescanmerge togetherandbecomeoneclassCr. Sim-

ilarly, the CA needsto �nd previous andpresentdescendantclassesof the merging classes.

The CA randomlychoosesa new numbersr andthen,generatespolynomialfunctionsfor all

correspondingclasses.

� Splittingaclass– A classCr splitsinto two classesCr1
andCr2

. DependingonwhetherCr is a

parentnodeor leafnode,theCA hasto determinewhatpreviousandpresentdescendantclasses

areassociatedwith theseclasses(Cr, Cr1
andCr2

). TheCA thenselectstwo new numberssj1

andsj2 andgeneratespolynomialfunctionsfor theseaffectedclasses.

� Adding a link – If two classesCr andCk arelinkedtogether, we establisha new directparent-

child relationshipbetweentwo classes,sayclassCr is the parentof classCk. Therearetwo

differentcases:(1) classCr wasanancestorof classCk throughotherclasses.TheCA doesnot

needto performanything; and(2) classCr is theonly parentfor classCk in thenew hierarchy.

The CA selectsa new numbersk, andgeneratesnew polynomial functionsfor classCk and

its descendantsclasses.TheCA securelytransmitsnew polynomialfunctionsto theseaffected

classes.

It is also worthy to note that addinga link can causethe numberof ancestorsof a nodeto
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exceedthe currentm. If this happens,a new m needsto be determinedanda new polyno-

mial P(x1; x2; � � � ; xm) to be generatedand classpolynomial functionsto be computedand

distributed.

� Deleting a link – If two linked classesCr and Ck are disconnected(or link is deleted),we

destroy a direct parent-childrelationshipbetweentwo classes,say classCr will not be the

parentof classCk in the new hierarchy. Again, therearetwo differentcases:(1) classCr is

still anancestorof classCk throughotherclassesin thenew hierarchy. TheCA doesnot need

to perform anything; and (2) classCr is not an ancestorfor classCk in the new hierarchy.

The CA selectsa new numbersk, andgeneratesnew polynomial functionsfor classCk and

its descendantsclasses.TheCA securelytransmitsnew polynomialfunctionsto theseaffected

classes.

3.3 UserLevel Dynamics

In a CHAC scheme,every classrepresentscertainaccessprivileges. Also, a groupof usersin a

classcansharea key if they belongto thesameclass.For example,all usersin classCj cancompute

the keys of classCj andits descendantclasses.Dynamicuseroperationsdealwith how a usercan

join in a classor leave from a class,andpossibledisplacementfrom oneclassto a differentclass.

They all requiretheclasskey to bechangedafterany useroperationis completedsothattheissueof

backward secrecyandforward secrecycanbeaddressed.

Speci�cally, our schemecanrevoke a userfrom a classCj. It is asquick andef�cient asto join a

userin theclassCj. BothoperationsrequirethattheCA randomlyselectanew publicparametersj for

Cj andrecomputea new polynomialfunctiongj by usingthenew sj. Sincethepolynomialfunction

gj is newly produced,otherpolynomialfunctionsandkeys arealsorecomputedfor the descendant

classesof Cj. This will guaranteebothbackwardsecrecy andforwardsecrecy. Theef�ciency canbe

improvedif backwardsecrecy or forwardsecrecy is not required.

Another commonuseroperationis to allow a userto move from one classCj to anotherclass

Ck. Here,theCA will randomlychoosetwo new public parameterssj andsk for Cj andCk sothat

new polynomialfunctionsandkeys arerecomputedandtransmittedto Cj, Ck andtheir descendants

respectively. Thus,bothbackwardsecrecy andforwardsecrecy areguaranteed.
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3.4 KeyRefresh

The new schemeis easyto refreshkeys so that the keys canbe betterprotected.To accomplish

a key refreshoperation,the CA caneitherchangesj for a particularclassCj if it requestsfor key

refreshing,or changesj for all classesin thehierarchy.

3.5 Security and Ef�ciency Analysis

Evidently, theconstructionof our schemeis dependenton polynomialfunctionP(x1; x2; : : : ; xm)

whichis afunctionof m andt (but independentfrom n, thetotalnumberof nodesin accesshierarchy).

As a result,thesevalueshavedirectimpactsonourscheme'ssecurityandef�ciency.

� Security– sinceour proposedschemeis developedby usingthesameprincipleasmany other

secretsharingschemes[3, 17, 18], the securityof secretsharingschemesis dependenton t.

Blundo et al. [3] proved that theseschemesare unconditionallysecureto t users'collusion

attacks.In otherwords,whent or fewerusers,nomatterwhichclassesthey comefrom, collab-

oratetogether, they cannotrevealany bit informationof polynomialfunctionP(x1; x2; : : : ; xm)

or their ancestralclasses'keys. However, morethant userscannot only reconstructtheir par-

ents' keys, but alsocompletelydeterminepolynomial function P(x1; x2; : : : ; xm) so that all

keys can be exposed. In summary, the schemeis unconditionallysecureand is capableof

defendingagainstup to t users'collusionattacks.

� Ef�ciency – it is measuredin two ways,i) storagespacefor polynomialfunctionsandii) compu-

tationcomplexity for determiningkeys from apolynomialfunction.Speci�cally, theCA needs

to store
�

m+ t
m

�
coef�cients5 becausetheCA generatesapolynomialfunctionP(x1; x2; : : : ; xm)

with
�

m+ t
m

�
coef�cients. TheCA canalsouseP(x1; x2; : : : ; xm) to generateotherpolynomial

functionsandkeys of classesso that computationcomplexity is alsodependenton the poly-

nomial functionP(x1; x2; : : : ; xm). Sincethepower of polynomialP(x1; x2; : : : ; xm) is t, the

computationcomplexity for the CA to computeeachpolynomialgi is O((t + 1)m). For in-

dividual classesCi, they alsorequirestoragespacefor their assignedpolynomialfunctiongi.

Thestoragespaceof classCi is
�

m+ t� 1
m� 1

�
becausethenumberof coef�cients of gi is

�
m+ t� 1
m� 1

�
.

5TheCA alsoneedsto storethehierarchy which is O(n).

13



Similarly, thecomputationcomplexity for Ci to computeki or derive their descendantkeys is

O(tm� 1).

In summary, we can observe threekey points regarding to the ef�ciency of the new proposed

scheme. They are (1) the CA and any class/userhave almost the samestoragerequirementand

computationcomplexity. It implies that theCA maynot becomea performancebottleneck;(2) key

computationandkey derivationarethesameoperation.It impliesthata classcanderive or compute

keys in thesameef�ciency nomatterwheretheclassis in thehierarchy; and(3) thestorageandtime

complexitiesaremainlydependentonm. It impliesthatourschemecansupportmany classesaslong

asm is small. Conceptually, the hierarchy is ef�cient if it is “f at” (the hierarchy is spannedin the

horizontaldirection).

4 Asymmetric Polynomials for Impr oving Ef�ciency

Thesymmetricpolynomialbasedschemehastheadvantagethatsi ands0
j valuescanbesubstituted

into thepolynomialin any order. For example,P(s1; s3; s0
1) = P(s3; s0

1; s1). It is bene�cial for aclass

to computeits descendants'keys without worrying abouthow to substituteparametersin an order

accordingto whereits descendantsareresidedin thehierarchy. A problemassociatedwith thescheme

is high computationcomplexity introducedby symmetricpolynomialfunctions.We showedthatour

schemehasa high computationcomplexity which is in the order of O(tm� 1) and a large storage

requirementwhichis usedto store
�

m+ t� 1
m� 1

�
coef�cients. If resourcesareconstrainedor expensive,our

schemeworksef�ciently for ahierarchy with “f atter”or “shorter”structure(i.e. m is small).To apply

our schemein a “thin” or “taller” HAC structurewherem could be large, it would be dif�cult and

inef�cient to usesymmetricpolynomialfunctions.Instead,theCA canuseanasymmetricpolynomial

functionto generatekeys for classesin thehierarchy. For example,theasymmetricpolynomialmay

beselectedas:

P(x1; x2; � � � ; xm) =
X

i1+ i2+ ��� + im = t

ai1i2��� im xi1
1 xi2

2 � � � xim
m :

If so, the keys andpolynomialfunctionshave to be computedwith si ands0
j beingsubstitutedin a

certainorderaccordingto thehierarchy. Similarly, a classCi andits parentclassCj have to compute

14



ki by substitutingsi ands0
i into their correspondingpolynomialfunctionsfollowing thesameorder.

Theordercanbedeterminedin thesameorderasthe topology-sort.Whensi ands0
i aresubstituted

in polynomialfunctions,they arebothusedin anascendingorder. How to designsuchkind of asym-

metricpolynomialsso thatbothef�ciency andsecuritycanbekept is an interestingyet challenging

taskto pursue.

5 Conclusion

In thepaper, weproposedanew CHAC schemefor dynamicaccesshierarchiesbasedon thesecret

sharingprinciple.Thenew schemeexhibitsthepossibilityof new classCHAC schemesdifferentfrom

the traditionalCHAC classwhich utilizes a one-way function. The new schemeis unconditionally

secure(up to t usercollusion)andelegant for its mechanismof computingkeys, deriving keys, and

enforcingcorrectaccesscontrol. We alsodiscussedits possibleextensionasa morecomputationally

ef�cient algorithmby usinga randomandnon-symmetricpolynomialfunctionratherthana strictly

“symmetricpolynomial” function. We will continuethis challengingwork. To further explore the

potentialapplicationsof thenewly proposedscheme,weplanto implementasoftwaresuiteof CHAC

protocolsby incorporatingvariousCHAC schemeswith this newly proposedschemesothatwe can

comparetheir performancein realenvironments.Due to thespacelimitation, we did not discussin

detail its practicalperformanceandomittedits performacecomparisonwith otherschemes.We will

adressall theseissuesin therecentfuturework.
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