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Abstract

Cryptagraphictechniquedor HierarchicalAccessControl(HAC) haveattractedintensivereseach
interestsrecently A large numberof key managgemenscemesvere proposedn literaturesfor access
contol in hierarchy. Their constructionsare mainly basedon one-wayfunctionsand are compu-
tationally secue. Moreover, manyof theseschemeswere foundwith different kinds of problemsin
termsof structule, security ef ciency anddynamicsin this paperweproposea new key manaement
schemewhich canbeusedfor accessontmol in dynamichierarchies. Thenew schemeis basedonthe
secetsharingprinciple withoutusinga one-wayfunction. Consequentlyt is unconditionallysecue.
In addition, it hasthe following properties:i) supportingfull dynamicsat bothnodeanduserlevels,
i) allowing anyrandomrecon guration of accesshierarchy; iii) utilizing the samealgorithmfor key
computatiorand alsodescendankey derivation(regardlesshowfar its descendanis awayfromthe
node),andiv) eliminatingperformanceottlene& at thetrustedCentralAuthority (CA).
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(HAC), Symmetrigpolynomial Key management.
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1 Intr oduction

Accesscontrol is usedto verify whethera userhasrights to accessertainresourcesandto be
grantedor deniedwith acces$o theserequestedesource$20]. It is afundamentaproblemin secure
computingor communicationsystemsinvolved with resourcesharing. Generallyspeaking,mary
systemsequirehierarchicabccesgontrolin variouslevelsby differentusers.For example resources
areassignedn differentlevels and userscanhave differentprivilegesto accessheseresources A
user accessinga resourceat a higherlevel, is automaticallygrantedwith a right to accesshis/her
correspondinghildren’s or descendantg’esources.This kind of accessontrol problemis referred
to ashierarchical accessontol (HAC). A HAC structurecanbetypically representetly a Directed
AcyclicGraph (DAG). HAC hasbroadapplicationgn operatingsystemsgdatabasessndnetworking
andis alsousefulin mary otherapplicationdik e classi ed electroniccontentdistribution andproject
managemeniOneof widely usedHAC technologiess the Role-base@dccessontiol model[16, 22].

More recently anotherclassof HAC techniquesreferredto as cryptagraphic HAC (CHAC) so-
lutions, hascaughtattentionsrom mary researchersCHAC becomesa bettermethodcomparedo
traditional HAC techniques.lt assumeshat every nodein accessierarcly canbe assignedvith a
(cryptographic)key. Any ancestorcanuseits key to computeits descendantskeys, but a descen-
dantcannotuseits key to determineits ancestorskeys. An accesdierarcly is e xible to addnew
nodes,deleteexisting nodes,move nodesaround,meige several setsof nodes,or split nodesinto
multiple sets. Moreover, users/resourceare allowed to be addedto, deletedfrom, moved around
the nodesin the accessierarcly. Wheneer suchan updateoccurs,keys of nodeswill be changed
correspondinglyAlso, we canperiodicallyrefreshkeysin HAC to preventkeys from beingexposed.

The rst CHAC solutionwasproposediy Akl etal. [1, 13] in 1983andfollowed by mary others
[4,5,7,8,10, 12,14, 15,19, 26, 27]. Theseschemedasicallyrely on a one-way function sothat
a nodev caneasily computev's descendantkeys whereasv's key is computationallydif cult to
computeby v's descendanhodes. Moreover, mary existing schemesave someof the following
problems: (1) Someschemesvere found with security a ws shortly after they were proposed;(2)
Someschemegsannotsupportfor recon gurationof a hierarcly; (3) Someschemesequireaccess
hierarcly to bein acertainform sothatit mustbeatreeor a DAG with only oneroot; and(4) Member

revocationis oneof the mostdif cult processem cryptographicschemestherefore,it is important
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to addresghis problemsothattherevocationprocessanbe dealtwith ef ciently .

In this paper we proposea nev CHAC schemebasedon symmetricpolynomials. Unlike mary
existing schemedasedn one-way functions,our schemas basedn a secretsharingmethodwhich
makesthe schemainconditionallysecuré (alsoseethediscussiorin [21, 28]). Also, CHAC requires
two typesof key operations:(1) key computation— a nodev computesits own key, and (2) key
derivation—anodev computests descendanteys.

In mostexisting schemeskey derivationis differentfrom key computation.Key derivation needs
iterative computatiorof keys for nodesalongthe pathfrom a nodeto its descendantyhichis inef -
cientif the pathis long. In our schemepoth operationsare sameby substituting(different) param-
etersin the samepolynomialfunction assignedo nodev. Thus,the key deriation ef ciency can
be improved. Our schemealsosupportsfull dynamicsat bothnodeanduserlevels andpermitsary
randomaccessierarchiesMore importantly remoaving nodesand/oruserss anoperationassimple
asaddingnodesand/orusersn thehierarcly. A trustedCentral Authority (CA) canassigrsecretgi.e.
polynomials)to correspondingiodesso that nodescancomputetheir keys. Also, nodescanderive
their descendantkeys without involvementof the CA oncepolynomialfunctionswere distributed
to them.In addition,the storagerequiremenandcomputatiorcompleity atthe CA arealmostsame
asthat at individual nodes thus,the CA would not be a performancebottleneckand candealwith
dynamicoperationgef ciently.

Therestof the paperis organizedasfollows. We brie y discusgherelatedresearctworksin sec-
tion 2. Section3 describeur proposedscheme.Speci cally, we discussits principle in dynamic
operationsandanalyzeits securityandef ciency. We discussts ef ciency issueandsuggest possi-
ble extensionof symmetricpolynomialsto generalasymmetricpolynomialsin sectiond. Section5

is givenfor the conclusionandfuturework.

2 RelatedWork

In this sectionwe alsosummarizeandclassifytypical CHAC schemes.

1A cryptosystenis de ned to be computationallysecuref the bestalgorithmfor breakingit requiresatleastN oper
ations,whereN is somespeci ed, very large number Onthe otherhand,a cryptosystenis de ned to be unconditionally
secureif it cannotbe broken by attaclers,evenif the attaclerscolludeandhave in nite computationalesources.Un-
conditionalsecurityimplies that whenan opponentdoesnot know the secretkey k, thenk appeargo him asa random
elementin the key spacethatis, the opponenhasno way of distinguishingthe key k from ary otherelementin the key
space.



Akl and Taylor [1] proposedhe rst CHAC schemen 1983. It is generallyassumedn CHAC
schemeghat thereis a centralauthority(CA) which managesghe hierarcly and generatesand dis-
tributeskeys. The schemeassumeshereis only oneroot classcy, whichis theancestoof all othern
classes; wherei = 1;2;:::n. A CA selectdwo large primenumbersp andq andsetsM = pg In
addition,the CA chooses + 1 moreprime numbers; which areassignedo classe<; respectrely
fori =0;1;2;:::;n. TheCA assigngheroot classcy with integert, = 1 andselectsalargerandom
numberky which is assignedo ¢, asa masterkey. Thenthe CA calculatedollowing numbersfor
classeg; wherei = 1;2;:::n:

Y
t, = P

G 6c

Wheret; (i = 0;1;2;:::;n) andM aremadeaspublic information,andk; arekeys distributedto
¢, (i=0;1;2; ;n). Theschemensureshataclassc; cancomputeanotherclassc;'skey if ¢,  ¢;
by calculating

k; =K'/ mod M:

However, classc; cannotcomputeclassc;'skey k; becaus¢he RSA-like one-way functionusedhere
preventsk; from beingcalculated.In addition,the functionalsopreventsary nodesfrom computing
thekeys of theirancestordy collusion. Consequentlythe HAC policy is enforced.

Akl andTaylor proposedhe rst CHAC solutionfor enforcingaccessontrolpolicy inaHAC. Un-
fortunately onelimitation is its complex operatiorfor dynamicrecon gurationwhennodesareadded
orremovedfrom thehierarcly. Whennodemembershighangeskeyshaveto beupdatedaccordingly
to preventproblemsof badkward andforward secreg from happeningConceptof backwardsecrey
andforward secreg areintroducedin securegroupcommunicatiorsystemg28]: (1) Bakward se-
crecy meansthat a newly joined usercannotobtainthe previous keys to decryptearlierencrypted
messagesFor example,a newly joined userbecomes parentnodein which he/sheshouldnot be
ableto derive his/herchildren's previouskeysto decryptary previousencryptednessagethathis/her
childrenweregrantedwith accessights; (2) Forward sececymeanghata revoked or disassociated

membershouldnot be ableto obtainhis/herchildren's keys in the new hierarcly. It is importantin



CHAC policy to preventthis membeifrom continuallydecipheringuturegroupcommunicatiorafter
he/shdeft thegroup.

Also, anotherdravbackis that Akl and Taylor's schemads not directly applicableto the hierarcly
with multiple roots. Oneway to mitigatethis problemis to introducea new fake rootwithoutary user
associatec@ndto link this root to all original roots. But dynamicoperationsstill cannotbe solved.
To addressoth multiple root anddynamicsproblems several approache$b, 13] wereproposedy
reassigning; differently,

Following Akl andTaylor's seminalwork, researchergroposednary otherCHAC scheme$2, 14,
15,26, 27, 28]. Most of themareconstructedsimilar to Akl and Taylor's schemeby usingone-way
functions. Someone-way functionbasedscheme$ave beenfoundinsecure For example,two such
schemegproposedn [6] have thesamecollusionproblem,aspointedoutby Yi in paper25]. Beside
one-way function basedCHAC schemesthereareseveralinterestingCHAC schemeg$19, 24] con-
structedby usingpolynomialsandinterpolations Unfortunately thesetwo schemesverefoundto be
vulnerablefor possibleexploitations,for example,initially by HsuandWu [9]. Considelthecasethat
two nodesu andv have acommonchild nodea in theaccessierarclty andnodev hasanothemode
b. Althoughnodebis nota child nodeof u, but nodeu canindirectly derive nodeb skey by traversing
throughnodesa andv. This exploitationwasaddresse@ndeliminatedalsoby HsuandWu [9] by
introducingandusinga one-way function. Interestingly the modi ed schemas not preventingother
exploitationsfrom being discorered. Wang and Laih [23] found an exploitation method,and they
proposedan improved schemeso that it becomeanore secureandresilientagainst possibilitiesof
beingcompromised.Nonethelessanotherimproved CHAC schemd7] wasalsoproposedecently
to addresshe similar exploitation problems.

Theone-wayfunctionbasedCHAC schemesaretypically classi edinto following two categories[28]:
i) directly dependenkey schemesndii) indirectly dependenkey schemesCateagoryi) scheme$s,
11,13, 15, 28] generateclasseskeys from somepreselectegharameters Any classkey canbe di-
rectly derivedfrom its parents key by usinga one-way function (andsomepublic information),but
aclasscannotderive its parents key from the sameone-way function. As canbe seen Akl-Taylor's
scheméelonggo this category. Categoryii) scheme$2, 12,14,26,27] generatessomepublic known

parametergrom preselectedlasseskeys by usinga one-way function. Any parentnodecanuse



thesepublic knowvn parametersvith its own key to derie its descendantskeys, but a descendant
cannotcomputeary key of its ancestorsLin's schemd12] is anearlyoneof this category. Recently
Atallahetal. [2] proposeduchkind of aCHAC schemaevhichis very ef cient. Theschemeelegantly
usesthe one-way functiontwice which resultsin localization,animportantpropertythatonly values

of local nodes/edgeareaffectedwhennodes/edgeareaddedor deleted.

3 A Symmetric Polynomial basedHAC Scheme

In this section,we proposea new CHAC schemebasedon symmetricpolynomialfunctions. The
underlyingprinciple of the new schemas thatof secretsharing.As aresult,differentfrom the exist-
ing CHAC schemesvhich arecomputationallysecurethe new proposedschemads unconditionally

secure.

3.1 Principle

m; = jS;j is the numberof ancestratlasseof aclassC; fori = 1;2;:::;nand0 m; n 1.
We needto chooseanothemumberm suchthatm  maxfmq; my;::;;m, g+ 1: m is the numberof

variables/parametens a polynomialfunctionusedto construcioour CHAC scheme.

Figure 1. A typical hierar chy

Let us seean exampleshawn in Fig. 1, we have nine classed C;; C;; :::; Cog andits ancestral

setsfS; = £,0;S, = £,0 ;S3 = fC1;Co0,S4 = TC0;Ss = fCy0; S = TCy;Cy;C30; Sy =

fCy1; Cy; C3; Cyg; Sg = fCy; Cy; Cs0; So = f Cy; Csgg. Asaresult,weneedochoosan maxfmy;my;:::

1 = 5. Supposeve letm = 7, it will allow usto expandthe hierarcly without changingm valueif

we wantto addmorenew nodesor new links. A largerm valueis betterbecauseve neednot change



the polynomialfunctionwhenmorenodesareaddeduntil m valuebecomesessthanthe maximum
numberin theancestratlassesiumberset.

A CA selectsa large positive integer p asthe systemmodulus(p neednot be a primey anda
thresholchumbert sothatfewerthant+1 userscannotcollaboratdogetheto discloseheirancestors'
keys. Then,the CA canrandomlygeneraten symmetricpolynomiaf in m variableswith coefcients

from Z, in which thedegreeof ary variabless atmostt as:

Xt Xt Xt o .
P(X1;X2; 101 Xm) = Ay iy im X1 XZ X" (mod p);

m
i1 =0 i2:0 im =0

m+t

wherea;, ;, . ;, are randomly generateccoefcients by the CA. The polynomial function

securelyby the CA.
To derive properkeysin thehierarcly, the CA generatesomepublicly known numbers) n random
numberss; associatedvith C; for i = 1;2;:::n andii) (m 1) additional randomnumberssg’

forj = 1;2;:::;m 1 (Note: s; and s? belongto Z,). For eachclassC; with an ancestorset

Si = fC;;;Ciy5 i Gy, g wherei; is an ordinal numberthat 1 i; 61 n, classC; is given
a polynomialfunction g;(X,, +2; Xm, +3; - - - s Xm ) Which canbe derived from P (X1 X2; i35 X, ) by the
CA as,

i (Xom+2 5 X435 7115 Xm) = P (Si38i,5 80051005 Sy, 3 X425 Xy 433 1113 Xom )

ki = gi(s%;sd;:::;8 DS, 1Sh S ;S

im;

2This systemis unlike public key cryptosystemsvhich requirenumbersof atleast1024bits. Instead;t is equaalent
to the secretcryptosystemin termsof securitystrength.Thus,a p of 128or morebitsis largeenough.

3P is calledasymmetricpolynomialif a;,, ;, = Ar(i), (i) fOrall permutations of f1, ;mg.

4Transmissiorof a polynomialmeango transmitits coefcients andthus,the communicatiorcostis of O(mlog(p))
bits.



dants'keys. SupposingC; is oneof the descendant®or classC;, we denotea nev ancestrabetas

S;ni Whichis de ned as,
Sjni » SiN(S; [ £Ci9) = fClni, i Ciiniy,s 75 Ciiniye, 5

wherer ; = jS;;j and(j ni); is anordinalnumberthatl  (jni), nforl =1;2;:::;r;. Precisely
speakingsetS;,; is a collectionof ancestorgor classC;, but excludingC; andtheseclassesvho are

ancestor®f bothclasse<C; andC,. As aresult,key k; canbe calculatedoy classC; as,

Let ususethesameexampleshavn in Fig. 1 wherem = 7. The CA randomlygenerates polyno-
mial functionP (X1; X2; X3; X4; X5; Xe; X7) With sevenparameterghenthe CA cancomputeninepoly-
nomialfunctionsfor classe<C; from the symmetricpolynomialfunctionP (X1; X2; X3; X4; X5; Xg; X7).
Oncepolynomialfunctionsareobtainedthey aretransmittedsecurelyto every classC; respectrely.

For instanceclassCs; will have a polynomialfunctiongs(X4; Xs; Xg; X7) as
(X4 X5, X6, X7) = P (S3;S1; S2; X4; X5, Xe; X7);

becauses; = f Cy; C,g andtheir associatechumbersares; ands,. Also, anotherform of the poly-

nomialfunctionis
Os(X4; X5, Xe;X7) = P(S1;S2; S35 X4; X5} Xe; X7)

becausehe symmetricpolynomialfunction givesthe sameresultno matterwhatorderof s; is used.



Consequentlykey ks is computedas

ks = 0s(Sy;S9;S9;S3) = P (S1;S2; S3; S35 S9; S3; S9):

Also, we cancomputeanothempolynomialfunctionfor classC; as,

O7(Xe; X7) = P(S1;S2; S3; Sa; S7; X6 X7)

becausé&; = f Cy; Cy; Cs; C4g andtheirassociatedumbersares; ; s;; Sz ands,. Key k7 is computed

as

ki = 0r(SD;53) = P (5152 83, 84, 87, 87, S):

Clearly, classC; cannotdetermindts parentCs'skey, but classC; cancomputets descendant;'s

key. Sincewe know that

Sz = FC40;

becauselassesC,; andC, arecommonancestormeededo be excludedfrom setS;,3, classCs can

computekey k7 as

k7 = Qa(S7:S4;51;5) = P(S1;2:85:84: 57181, 53) = Gr(S1; S3):

We canseethatclassC; performskey computatiorandkey derivationin the exactsameway. No
matterwhereC,;'sdescendarnis, thekey derivationprocesss computedy usingthesamepolynomial
function g; with differents; ands? valuessubstituted. In contrast,most existing schemesequire
iteratve computationof keys alongthe pathfrom a nodeto its descendantfor key derivation. This
canbea potentialef ciency advantangdor our nev scheme.

Our proposedschemesupports e xible dynamicoperationsat both classand user/resourcéevels
suchasadding,deleting,moving, memging, andsplitting classesaswell asaddinganddeletinglinks.

Moreover, auser/resourceanbealsoaddedo aclass,beremoredfrom aclass,andbe movedfrom



oneclassto anotherclass.We describehemin thefollowing subsection8.2and3.3.

3.2 ClassLevel Dynamics

Ourschemas e xible for dynamicclassoperationsSpeci cally,

Addingaclass—- Whenanew classC, is addedwe needto verify whethem valuesatis esthe
new nodeconstraint:(1) If m < maxf mqy; my;::;;m,;m,.g+ 1;

anev m valuewill be generatedso thatm maxf my; my;:i;m,;m,.g+ 1. Also, the CA

polynomialfunctionsof classesare recomputedand retransmittedsecurely;and (2) If m
maxfmqy;my;i;m,;m,.g+ 1;

the CA selectsa randomnumbers, for the new classC, sothata new polynomialfunction
g. canbe computedand transmittedto classC, securely However, if classC, is addedas
a parentclassof ary existing classeswe needto modify keys of C,'s descendantlassego
prevent classC, from obtainingold keys of its descendangrecallit is anissuefor badkward
sececy). Thereforethe CA usesS, to computeandtransmitnen polynomialfunctionsof all

C,'sdescendantlassesecurely

In this processyve canseethatwe do notneedto changekeys of arny C,'sancestratlassesnor
needto changekeys of ary classeswho arenotrelatedto classC,. It impliesthatour scheme

canbecomeef cient in someclassaddingoperations.

Deletingaclass-WhenaclassC, isremovedfrom thehierarcly, we needio determinevhether
theclassC, is aleafnodeor aparentnode.Here,aleaf nodeis de ned asa nodewithout ary

descendant(1) classC, is aleaf node: The CA cansimply discardthe public parametes,

without changingary otherkeys; and(2) classC, is a parentnode: OnceclassC, is deleted
fromthehierarcly, we cannofallow it to computekeysof C,'sdescendarntlassesisingpolyno-
mial functiong,. We needto preventclassC, from accessingts descendantsesourcegrecall
it is anissuefor forward sececy). The solutionis thatthe CA recomputesien polynomial

functionsof C,'s olderdescendantaccordingo the newver hierarcly without substitutings,.

Again, our schemeonly affectsthe keys of the classeghatneedto be changed It impliesthat
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our schemas ef cient in someclassdeletingoperations.

Moving aclass-A classC, canbemovedfrom onenodeto anothemodein thehierarcly. There
arefour cases(1) leaf nodeto anothereaf node:the CA simply recomputesien polynomial
functiong, accordinghenew hierarcly andsecurelyjtransmitsg, to C,; (2) leaf nodeto parent
node: the CA recomputepolynomialfunctionsof classC, andC,'s new descendantlasses
accordingo thenew hierarcly. The CA securelptransmitspolynomialfunctionsto theaffected
classes(3) parentnodeto leaf node:the CA recomputepolynomialfunctionsof previousde-
scendantlasse®f C, andclassC, accordingo thenew hierarcly andthen,securelytransmits
thesepolynomialfunctionsto the affectedclassesand(4) parentnodeto parentnode:the CA
recomputegpolynomialfunctionsof previous and presentdescendantlassesf C, andclass
C, accordingto the new hierarcty andthen, securelytransmitsthesepolynomialfunctionsto

the affectedclasses.

Merging classes- Two or more classesan meige togetherand becomeone classC,. Sim-
ilarly, the CA needsto nd previous and presentdescendantlassef the meiging classes.
The CA randomlychooses new numbers, andthen,generatepolynomialfunctionsfor all

correspondinglasses.

Splittingaclass- A classC, splitsinto two classe<,, andC,,. DependingopnwhetherC, is a
parentnodeor leafnode the CA hasto determinavhatpreviousandpresentiescendantlasses
areassociateavith theseclassegC,, C,, andC,,). The CA thenselectswo new numberss,,

ands;, andgeneratepolynomialfunctionsfor theseaffectedclasses.

Addingalink —If two classe<, andC, arelinkedtogetheywe establisha new directparent-
child relationshipbetweentwo classessayclassC, is the parentof classC,. Therearetwo
differentcases(1) classC, wasanancestoof classC, throughotherclassesThe CA doesnot
needto performarything; and(2) classC, is theonly parentfor classC in thenew hierarcly.
The CA selectsa nev numbers,, andgeneratemiev polynomialfunctionsfor classC, and
its descendantslassesThe CA securelytransmitsnen polynomialfunctionsto theseaffected

classes.
It is alsoworthy to note that addinga link can causethe numberof ancestorof a nodeto
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exceedthe currentm. If this happensa nev m needsto be determinedand a new polyno-
mial P(X1;X2;  ;X,,) to be generatedand classpolynomial functionsto be computedand

distributed.

Deletinga link — If two linked classesC, and C, are disconnectedor link is deleted),we
destry a direct parent-childrelationshipbetweentwo classessay classC, will not be the
parentof classCy in the new hierarcly. Again, therearetwo differentcases:(1) classC. is
still anancestopof classC;, throughotherclassesn the new hierarcly. The CA doesnot need
to perform arnything; and (2) classC, is not an ancestorfor classC, in the new hierarcly.
The CA selectsa nev numbers,, andgeneratemien polynomialfunctionsfor classC, and
its descendantslassesThe CA securelytransmitsnen polynomialfunctionsto theseaffected

classes.
3.3 UserLevel Dynamics

In a CHAC schemeegvery classrepresentgertainacces9rivileges. Also, a group of usersin a
classcanshareakey if they belongto the sameclass.For example,all usersin classC; cancompute
the keys of classC; andits descendantlasses.Dynamicuseroperationsiealwith how a usercan
join in a classor leave from a class,and possibledisplacemenfrom one classto a differentclass.
They all requirethe classkey to be changedafterarny useroperations completedsothattheissueof
badkward sececyandforward sececycanbeaddressed.

Speci cally, our schemecanrevoke a userfrom aclassC;. It is asquick andef cient asto join a
userin theclassC;. Bothoperationsequirethatthe CA randomlyselectanew publicparametes; for
C, andrecomputea new polynomialfunctiong; by usingthenew s;. Sincethe polynomialfunction
g; is newly producedotherpolynomialfunctionsandkeys are alsorecomputedor the descendant
classeof C;. Thiswill guarantedothbackwardsecrey andforwardsecreg. Theefciency canbe
improvedif backwardsecreg or forwardsecrey is notrequired.

Another commonuseroperationis to allow a userto move from oneclassC; to anotherclass
Cyi. Here,the CA will randomlychoosetwo new public parameters; ands; for C; andC;, sothat
new polynomialfunctionsandkeys arerecomputecgindtransmittedo C,, C; andtheir descendants

respectrely. Thus,bothbackwardsecreg andforwardsecreg areguaranteed.
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3.4 KeyRefresh

The new schemas easyto refreshkeys so that the keys canbe betterprotected. To accomplish
a key refreshoperation,the CA caneitherchanges; for a particularclassC; if it requestdor key

refreshingor changes; for all classesn thehierarcly.

3.5 Security and Ef ciency Analysis

whichis afunctionof m andt (butindependentrom n, thetotalnumberof nodesn accessierarcly).

As aresult,thesevalueshave directimpactson our schemes securityandef ciency.

Security— sinceour proposedschemas developedby usingthe sameprinciple asmary other
secretsharingschemeg3, 17, 18], the securityof secretsharingschemess dependenbn t.
Blundo et al. [3] proved that theseschemesare unconditionallysecureto t users'collusion

attacks.In otherwords,whent or fewer usersno matterwhich classeshey comefrom, collab-

keys can be exposed. In summary the schemeis unconditionallysecureand is capableof

defendingagainstupto t users'collusionattacks.

Ef ciency —it ismeasuredh two ways,i) storagespaceor polynomialfunctionsandii) compu-
tationcompleity for determiningkeys from a polynomialfunction. Speci cally, the CA needs

tostore """ coefcients® becauséhe CA generatea polynomialfunctionP (X1; Xz;:::; X,)

m

computationcompleity for the CA to computeeachpolynomialg; is O((t + 1)™). For in-

dividual classe<C;, they alsorequirestoragespacefor their assignedgolynomialfunctiong;.

m+t 1

The storagespaceof classC; is mrztll becausdhe numberof coefcients of g; is " *,

5The CA alsoneedso storethe hierarcly whichis O(n).

13



Similarly, the computationcompleity for C; to computek; or derive their descendarkeys is

o™ 1.

In summary we can obsene threekey points regardingto the ef ciency of the newv proposed
scheme. They are (1) the CA and ary class/usehave almostthe samestoragerequirementand
computationcompleity. It impliesthatthe CA may not becomea performancebottieneck;(2) key
computatiorandkey derivationarethe sameoperation.It impliesthata classcanderive or compute
keysin thesameef ciency no matterwheretheclassis in the hierarcly; and(3) the storageandtime
compleitiesaremainly dependenbnm. It impliesthatour schemeansupportimary classesslong
asm is small. Conceptuallythe hierarcly is efcient if it is “fat” (the hierarcly is spannedn the

horizontaldirection).

4 Asymmetric Polynomialsfor Impr oving Ef ciency

Thesymmetricpolynomialbasedscheméiastheadwantagehats; andsgJ valuescanbesubstituted
into the polynomialin ary order For example,P (s1;S3; s9) = P (s3; s9; s1). It is bene cialfor aclass
to computeits descendantskeys without worrying abouthow to substituteparametersn an order
accordingo whereits descendaniareresidedn thehierarcly. A problemassociateaith thescheme
is high computatiorcomplexity introducedoy symmetricpolynomialfunctions.We shavedthatour

schemehasa high computationcompleity which is in the orderof O(t™ ') and a large storage

m+t 1
m 1

requirementwhichis usedto store coefcients. If resourcesreconstraineer expensve, our
schemavorksef ciently for ahierarcly with “f atter” or “shorter” structure(i.e. m is small). To apply
our schemen a “thin” or “taller” HAC structurewherem could be large, it would be dif cult and
inef cient to usesymmetricpolynomialfunctions.Insteadthe CA canuseanasymmetrigoolynomial
functionto generateékeys for classesn the hierarcly. For example,the asymmetrigpolynomialmay

beselecteds:

X o .
P(X1;X2; 1 Xm) = Qiyiy in XPXE XM

m
i1+t 10+ +im=t

If so,the keys andpolynomialfunctionshave to be computedwith s; andsg.’ beingsubstitutedn a

certainorderaccordingto the hierarcly. Similarly, aclassC; andits parentclassC; have to compute

14



k; by substitutings; ands? into their correspondingpolynomialfunctionsfollowing the sameorder

The ordercanbe determinedn the sameorderasthe topology-sort.Whens; ands? are substituted
in polynomialfunctions,they arebothusedin anascendingrder How to designsuchkind of asym-
metric polynomialsso thatboth ef ciency andsecuritycanbe keptis aninterestingyet challenging

taskto pursue.

5 Conclusion

In the paperwe proposedinev CHAC schemdor dynamicaccessierarchiepasednthesecret
sharingprinciple. Thenew schemeaxhibitsthepossibilityof new classCHAC schemeslifferentfrom
the traditional CHAC classwhich utilizes a one-way function. The new schemds unconditionally
securgup to t usercollusion)andelegantfor its mechanisnof computingkeys, deriving keys, and
enforcingcorrectaccesontrol. We alsodiscussedts possibleextensionasa morecomputationally
ef cient algorithmby usinga randomandnon-symmetrigoolynomialfunction ratherthana strictly
“symmetric polynomial” function. We will continuethis challengingwork. To further explore the
potentialapplicationsof thenewly proposedschemewe planto implementa softwaresuiteof CHAC
protocolsby incorporatingvariousCHAC schemeswith this nenvly proposedschemesothatwe can
comparetheir performancean real ervironments.Due to the spacdimitation, we did not discussn
detailits practicalperformanceindomittedits performacecomparisorwith otherschemesWe will

adressll theseissuesn therecentfuturework.
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